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DEPARTMENT OF THE AIR FORCE
Headquarters US Air Force ‘
Washington DC 20330

s c——_rrat o A SeSme o i o e Ao

R 'AF REGULATION 205-2
217 Augusﬁ 1976

‘Secarity

RELEASE OF CLASSIFIED FOREIGN INTELLIGENCE
MATERIAL TO US CONTRACTORS

This regulation establishes policies and assigns responsibilities for releasing classified foreign

intelligence produced by the Intelligence Community to eligible US contractors, and outlines
the special requirements to be provided the contractor for the safeguarding of foreign intelli-

gence. These requirements are in addition to those prescribed in the Industrial Security
Directives. This regulation appliés to personnelin contracting activities, intelligence activities,

and recipients of foreign intelligence.

It does not apply to the release of

Sensitive Com-

partmented Information (SCI) (See USAFINTEL 201-1 and 201-4). This regulation implements
Director of Central Intelligence “DCI Policy on Release of Foreign Intelligence to Contractors,”

and Defense Intelligence Agency (DIA) Regulation 50-1.
TG USAF/IN (AFIS/INSA) Wash DC 20330.

Send recommendations for revision to

_ Paragraph
/ Background Information o o cmeoeoooooocmmmmmememeosommsmmeomooooooossmemommoooooos i
Air Force PoliCy oo oommmeoeeceicocmmmmm—mmmmcemmmme—meomme——smemessosogossmoossoooos 2
Terms Explained'_____----_-__.._---_____-__.--_-_-__-__--_-_-____‘ _______________________ 3
HQ USAF Responsibility - oomcoceommooemme o e e oo mmom oo oo oo mmme oo mm oo m o 4
Officials Authorized to Approve Release oo comomeeeloo oo oo oo 5
. Preparing Requests oo ooocemmmmeem e e e —————— i mm————————————— 6
SIO Responsibility and Procedures oo oomomomeocemmmm oo oo oo m e m oo 7
Referral to Originator ... S e e 8
Special Requirements for Classified Foreign Intelligence o mommmoemmmmneme — 9
Return of Classified Foreign Intelligence to the Air FOrce - oo ccccmmmme e 10

p

. "‘. .

1. Background Information:

a. Director of Central Intelligence Palicy -
-on Release of Foreign Intelligence to Con-

gractors. It provides basic policy to the Intel-
ligence Community for releasing selected
foreign intelligence to contractors. :

b. DIA Regulation 50-1, Release of Clas-
sified Intelligence Material to U.S. Contrac-
tors. It establishes Department of Defense
policy and procedures for the release of non-
aC7 intellizence matarial to US contractors.

¢. AFR 205-13, Control of Dissemination of
Foreign Intelligence. It explains the control
markings and restrictions authorized for
foreign intelligence material. A

d. AFR 200-24, Requests for Intelligence
Documents. It outlines procedures for Air
Force activities to order intelligence docu-
ments.’

2. Air Force Policy. The Air Force will provide

I

——

‘Supersedes HQ USAF Supplement 1 to DIAI
504, 1 October 1968. (For summary of revised,

deleted, or ‘added material, see signature
page.)

OPR: IN (Prepared by AFIS/INSA)
DISTRIBUTION: F

A vaeaea.

classified foreign intelligence to eligible US

contractors to perform a specific Air Force
administered contract in accordance with the
provisions of this regulation. The intelligence
will be furnished on request of the contractor
and/or contracting activity, and each request
will be considered on its individual merit. Dis- -
semination will be on a strict need-to-know
basis and must not include material prohi-
bited by other regulations. Foreign Intelli-
gence released to a contractor for one specific
contract in no way implies autherizaticn to
use it for another contract.

3. Terms Explained:

a. Eligible US Contractor. An industrial,
educational, commercial or any other entity
which enters into a contract with the De-
partment of the Air Force, executes a DD
Form 441, Department of Defense Security

.. Agreement, and has a current appropriate

facility clearance and storage capability.
b. Release. The oral, visual, or physical dis- -

_closure of classified foreign intelligence.

¢. Intelligence Community. For purposes of
this regulation the Intelligence Community
includes the Central Intelligence Agency
(CIA); Bureau of Intelligence and Research,

et e m e s = PO

.
e e —— . _.4-_//
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Department of State (INRlState); Defense

Intelligence Agency (DIA); National Security
Agency (NSA); the intelligence activities of
_the Military Departments and the Unified

. and Specified Commands; and the Energy

Research and Development Administration

(ERDA).

4. HQ USAF Responsibility. The Assistant

Chief of Staff, Intelligence (ACS/I).is respon-
sible for insuring that the policies and proce-
dures established in this regulation are im-

- plemented. -~ - = .t e

ot . Ty

S DEsizls Autherized To Approve Release:

.. a. HQ USAF ACS/I is the final authority in
the Air Force for approving the release of
classified foreign intelligence to contractors.
0. The senior intelligence officer (SIO) of
each .Major Command (MAJCOM), of each

“eparate Operating Agency (SOA), and their.

{ield command designees may approve re-
l=ase of classified foreign intelligence to their

yespective command contractors without re-

ferral to the HQ USAF ACS/I provided:

(1) The intelligence does not bear the
control markings “DISSEMINATION AND
EXTRACTION OF . INFORMATION CON-

\ TROLLED BY ORIGINATOR (ORCON),”

“NOT RELEASABLE.-TO CONTRACTORS

OR -"CONTRACTOR/CONSULTANTS (NO-
_CONTRACT),” ~or - “CAUTION—PROPRI-

ETARY - INFORMATION - INVOLVED
(PROPIN).” (See paragraph 8) ' -~ - .

>~ (2) The intelligence is not prohibited for
lissemination outside the Executive Branch

- of the  United States Government by any

otker external or internal dissemination re-
gtrictions. T R RR AL o

with the procedures in paragraph 7. (Any
doubt about approving a request must be re-
solved by referral to the MAJCOM/SOA SIO
cr HQ USAF ACS/I). . o ST

- ¢. Air Staff activities, and MAJCOMs and.
SOAs that do not have a SIO must refer re--

quests to HQ USAF/IN for approyal. o

Lo

6. Preparing Requests. Requests are pre-

nared by the contractor and/or contracting
activity and submitted to the intelligence of-
ficer of the contracting command. Each re-
quest for release of classified foreign intelli-
gence must contain the following information
and certification: ‘

a. Name and address of the contractor for

.. 77 . AFR 205-2° 27 August 1976

whom the intelligence is intended, and cer-
tification of the contractor’s facility clearance
and safeguarding capability. The certification
will be obtained from the DOD Industrial Se-
curity Office having jurisdiction over the con-
tractor. (See DOD 5220.22-R, Appendix B.)
'b. Number of the contract. o
-¢. Contracting activity and name and tele-
phone number of a point of contact. .
d. Complete identification of the intelli-
gence for which release approval is requested.

Identify issuing agency, security classifica-

tion and all restrictive control markings and
statements. Also include a statement as to
whether the material is locally available to
the requesting agency: Lo ~

e. A description of the contract work ifor -

which the intelligence is required. Include
sufficient detail so that the SIO may com-
pletely identify the intelligence that the con-
tractor needs. ‘ - LT

7. SIO Responsibility and Procedures.:‘ .
a. The SIO evaluates the request by relat-
ing the intelligence to the contract work and

determines if the specific intelligence is ap- .

propriate for the purpose of the contract; if
not, then the SIO identifies the intelligence

which is required to satisfy the contract. Only

the intelligence that is actually required for.

" the contract work will be recommended and

approved for release. In many instances the
contractor requires only portions or extracts

_of intelligence documents and data. .- .
.~ b. The SIO must delete the information

below from CIA Directorate of Operations re-
ports unless advance approval has been ob-
tained from the CIA to release this informa-
tion to the contractor: (1) The CIA Seasl, (2)
The phrase “Directorate of Operations”, (3)
The place acquired, (4) The field number, and

8 N . . R ° v ae e e . . s e st 1A L
* (2) ‘rney have the resources at their dis- . (67 The source Gescription.

posal to evaluate the request in accordance

¢. National Intelligence Estimates (NIEs),
Special National Intelligence Estimates
(SNIEs), National Intelligence Analytical
Memoranda, and Interagency Intelligence
Memoranda shall not be released to contrac-

- tors. Information contained therein may be

released, without identification as national
intelligence, only by the HQ USAF ACS/I.
. d. The SIO must maintain a record of all

“classified foreign intelligence approved for

release/released to the contractor, including.
oral and visual disclosures until the contract
has been completed or the material has been
returned to the Air Force. (See paragraph 10.)
(AFM 12-50, Table 200-1, Rule 5 applies.)

e. For proper control, the SIO will insure
that classified foreign intelligence material
approved for release is transmitted via the




S

v &

AFR 205-2 27 August 1976

command contracting activity to the cohtrac- |

tor, and that the contracting activity is in-

' formed that the material comprises classified

foreign intelligence. (See paragraph 9.)

8. Referral to Originator. Intelligence bearing

. the markings “DISSEMINATION AND EX-

TRACTION OF INFORMATION CON-

" TROLLED BY ORIGINATOR (ORCON),”

“NOT RELEASABLE TO CONTRACTORS
OR CONTRACTOR/CONSULTANTS (NO-
CONTRACT),” .or “CAUTION—PROPRIE-

- TARY INFORMATION INVOLVED (PRO-

PIN)” requires written permission of the

" originating agency prior to release to a con-

tractor. (Material bearing the susperseded
marking “CONTROLLED DISSEM?” will he

. handled in the same manner.) Submit re-
" quests to release intelligence bearing these

markings through the MAJCOM SIO to HQ
USAF/IN (AFIS/INSA). Include the recom-

mendation of the MAJCOM SIO. As an excep--

tion, the SIO at HQ'Air Force Systems Com-
mand (AFSC) and their field commands that
he authorizes to do so may submit requests
for DIA  Intelligence bearing ORCON,
NOCONTRACT, or PROPIN markings direct

_to the Director, DIA (SC) with an information

copy to HQ USAF/IN (AFIS/INSA). Air Force

intercommand requests are referred direct to

the MAJCOM or SOA which produced the in-
telligence. All other requests to release OR-
CON, NOCONTRACT, or PROPIN intelligence
must be submited to HQ USAF/IN (AFIS/

INSA). HQ USAF/IN will review the request,
provide a recommendation, and forward it to

the originating agency for decision. Priority
requests must be submitted by electrical
message.. : ' :

9.-Spécial Recuirements For Classified

Foreign Intelligence. In addition to the re-.

quirements angd controls for classified mate-
rial in the DOD!“Industrial Security Manual
for Safeguarding Classified Information,” the
Director of Central Intelligence prescribed

additional requirements and controls for

classified foreig’n intelligence in the posses-
sion of contractors. The contracting activity
must specifically include these requirements

I . -

_ the contracting officer shall require the con-

(furnished or generated) unless retention or

3

on DD Form 254, Contract Security Classifi- -
cation Specification: . o

a. The contractor must maintain accoun-.
tability for all classified foreign intelligence
released in his custody (including CONFI-
DENTIAL information).

b. The contractor must not reproduce
classified foreign intelligence without the
written permission of the releasing agency. If
permission is granted, each copy will be con-
trolled in the same manner as the original. - -

c. The contractor must not destroy any
classified foreign intelligence (including
CONFIDENTIAL) without advance approval
of the releasing agency. .

d. The contractor must restrict access to
only those individuals who possess the neces-
sary security clearance and who are actuaily -~
providing services under the contract.
Further dissemination to other contractors,
subcontractors, other government agencies,
private individuals or organizations is prohi-
bited unless authorized in writing by the re-
‘leasing agency. ' :

e. Classified foreign intelligence material
must not be released to foreign nationals or -
immigrant aliens whether or not they are also
consultants, US contractors or employees of
the contractor, and regardless of the level of
their security clearance, except with advance
written permission from the originator.

f. The contractor must insure that each
employee having access to classified foreign
intelligence material is fully aware of the spe- -
cial security requirements for this material
and will maintain records in a manner that
will permit the contractor to furnish on de-
mand the names of individuals who have had
access to this material in their custody.

10. Return of Classified Foreign Intelligence
to the Air Force. Upon completion or termina-
tion of the classified contract, or sooner,when ™ -
the purpose of the release has been served,

tractor to- return. all classified intelligence

destruction is authorized in writing by the
originator of the intelligence or the SIO of the
releasing command. (Also see DOD 5220.22-R,

paragraph 7-106g.)
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CENTRAL INTELLIGENCE AGENCY
WASHINGTON., D.C. 20505

02 JUN 1983

Hugh L. O'Neal

4219 W Olive Street
Suite 247

Burbank, CA 91505

Dear Mr. O'Neal:

This 1s to acknowledge that we received your letter of
6 May 1983 in which you request a copy of an article from
Studies in Intelligence and information from this Agency's

Tiles on an Operation Bando, Project 461-L, and Operation
Snowbird under the provisions of the Freedom of Information
Act. You have agreed to pay search and copylng fees 1n an
amount not to exceed $100.00.

We are enclosing a copy of the article you requested,
entitled "The Investigation of UFO's." Regarding Operation
Bando" or Bando/Risk," it 1is the policy of this Agency to
neither confirm nor deny allegations of any CIA confidential or
covert involvement in any program or operation. Information
pertaining to such an involvement--unless, of course, it has
been officially acknowledged--would be national security
classified pursuant to Executive Order 12356. Further, the
fact of the existence or nonexistence of records that would
refute or confirm allegations of a covert CIA involvement in

‘any activity would relate directly to information concerning

intelligence sources and methods, which the Director of Central
Intelligence has the responsibility to protect from
unauthorized disclosure in accordance with subsection 102(d)(3)
of the National Security Act of 1947 and section 6 of the CIA
Act of 1949, : ’ '

We trust you can appreciate the necessity for an
intelligence organization to take this approach. If for some
reason you wish to pursue your request, however, we will
provide you with a formal response under the provisions of the
FOIA. ’

Regarding the balance of your request, since you have
placed a 1limit of $100.00 on the amount you are willing to
commit yourself to pay for search fees, we will obtain an



‘estimate before continuing the processing of your request. The:
fees for requests involving more than a single subject
frequently exceed this amount. We will let you know as soon as
the estimate 1s received. A copy of our fee schedule is
enclosed for your guldance.

Sincerely,

/r Mf A
Larry R. Strawderman

Information and Privacy Coordinator

"Enclosures
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CENTRAL INTELLIGENCE AGENCY
WASHINGTON. D.C. 20505

OFFICIAL BUSINESS POSTAGE AND FEES PAID

CENTRAL INTELLIGENCE AGENCY
PENALTY FOR PRIVATE USE, $300
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14219 W. Olive Street
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4219 W. Olive St., Suite 247
" ‘Burbank, CA 91505
' 6 May, 1983
Larry R. Strawderman
Info. & Privacy Act Coordinator
Central Intelligence Agency
tiaghington, DC 20505

Lear Mr, Strawderman:

Pursuant to the provisions of The Freedom of Information Act, §5-USC-552 as
amended, I hereby request copies of the following documentation:

~Copy of the 1966 sixteen page "Studies in Intelligence"report on UFOs authored
by Maj. Hector Cuintanilla and described in the enclosed article.

-Copies of all evailable information snd records relating to CIi Operation
BANDO (possibly listed sa "BANDO/RISK"). This wes & medicel research project
(possibly involving aspects of humen evolution) which was established in 1949
and terminated in 1974, o

-Coples of all available documentatiorn and records pertaining to PROJECT k61-L,
a photographic balloon reconnaissence project involving Soviet Union overflights
prior to the development of the U-2. This project was active ¢.1957~58, and
also involved coSperation with the USAF, , -

—Copies of all avaliable documentation and records perteining to OPERATION
SNOWBIRD, an advanced aircraft research project conducted in copperation with
the USAF and NASA at a test site in Nevada. This operation was begun in 1972
and continues to the present. : -

Charges and fees incurred in connection with the processing of this request are
hereby guaranteed up to a maximum of $100.00.

Yours very truly,

HLO/encl. » | Hugh L. O'Neal



